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Foreword

This Technical Guideline provides information and guidance to users of ANSI X9.23-
1995, Encryption of Wholesale Financial Messages on:

— the potential for a successful attack on the DES algorithm given either a plaintext
cipher text pair or a known message structure (i.e. ASCII),

— X9 approved cryptographic tools designed to replace the functionality of X9.23,
and

— compensating controls that may reduce the risk of using X9.23 for confidentiality
protection in wholesale systems during the transition to the new cryptographic
methods.

Suggestions for improvements to this guideline are welcome. They should be sent to the
X9 Secretariat, American Bankers Association, Standards Department, 1120 Connecticut
Avenue, N. W., Washington, D. C. 20036. This guideline was processed and approved
by the Accredited Standards Committee X9 on Financial Services. Committee approval
of this guideline does not imply that all members voted for its approval.

The X9 committee had the following members:

Harold Dedl, X9 Chairman

William Lyons, X9 Vice Chairman
Cynthia Fuller, Managing Director
Darlene Schubert, Program Manager

Organization Represented Representative
ACI Worldwide Douglas Grote
Cindy Rink
American Bankers Association Anne Livingston
American Express Company Bonnie Howard
Automated Financial Services Tom Clute
Bank Boston Frank Jaffe
Richard Matthews
Kevin Roden
Banc One Services Corporation William Lyons
Bank of America Harold Dedl
Gretchen Breiling
Canadian Bankers Association Christine Arjoonlal
Mara Bakic
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Managing Risk and Migration Planning: ANSI X9.23 Encryption
of Wholesale Financial Messages

1 Scope

Based on certain attacks on 56 bit DES described in detail in chapter 6, it isthe consensus
of X9 that ANSI X9.23-1995 no longer provides sufficient security to protect wholesale
financial transactions. Hence, X9.23 is being withdrawn.

This Guiddine discusses:

— using new technology to provide integrity protection for wholesale financia
messages,

— trangitioning from X9.23 to the new technology, and

— measures can be taken to amdiorate the risk inherent in X9.23 during the
trangition period.

Please do not misunderstand the intent of thisguideline. Continueto use single DES
based X9.23 until areplacement isimplemented. Until the replacement is implemented,
there are actions that can be taken to reduce the risks associated with implementations of
X9.23.

2 References
[1] ANSI X9.23-1995, Encryption of Wholesale Financial Messages.
[2] ANSI X9.17-1995, Financial Institution Key Management (\Wholesale)

[3] ANSI X9.30-1997, Public Key Cryptography Using Irreversible Algorithms for
the Financial Services Industry, Part 1: The Digital Sgnature Algorithm (DSA).

[4] ANSI X9.30-1993, Part 2: Public Key Cryptography Using Irreversible
Algorithms for the Financial Services Industry: The Secure Hash Algorithm 1
(SHA-1) (Revised).

[9] ANSI X9.31-1998, Public Key Cryptography Using Reversible Algorithms for the
Financial Services Industry, The rDSA Algorithm.
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[6] ANSI X9.42 — 199, Public Key Cryptography for The Financial Service
Industry: Agreement of Symmetric Keys Using Diffie-Hellman and MQV
Algorithm (nearing ballot)

[7] ANSI X9.44-199x, The Transport of Symmetric Algorithms Keys Using
Reversible Public Key Cryptography (in preparation)

[8] ANSI X9.52-1998, Triple Data Encryption Algorithms Modes of Operation

[9] ANSI X9.62-1998, Public Key Cryptography For The Financial Services
Industry: The Elliptic Curve Digital Sgnature Algorithm (ECD3A).

[10] ANSI X9.63-199x, Key Agreement and Key Transport Using Elliptic Curve-
Based Cryptography (nearing ballot)

[11] ANSI X9.70-199x, Symmetric Key Distribution Using Public Key (nearing ballot)
[12] ANSI X9.71-199x, Keyed Hash for Message Authentication (nearing ballot).

[13] ANSI X9.72-199x, Peer Entity Authentication Using Public Key (nearing ballot).
[14] ANSI X9.73-199x, Cryptographic Message Syntax (nearing ballot)

[15] ANSI X9.77-199x, Public Key Infrastructure Protocols (in preparation)

[16] 1SO DIS 15782, Banking — Certificate Management Part 1: Public Key
Certificates

[17] 1SO DIS 15782, Banking — Certificate Management Part 3: Certificate
Extensions

[18] ANSI TG-19-1, Modes of Operation Validation System for the Triple Data
Encryption Algorithm (TMOVS): Requirements and Procedures

[19] ANS X9.65-199x, Triple Data Encryption Algorithm (TDEA) Implementation
(nearing ballot)

[20] ANS X9.69-1999, Framework for Key Management Extensions (being
published)

[21] ANS X3.92-1981 Data Encryption Algorithm

[22] FIPS46-2 Data Encryption Sandard
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3 Definition(s)

1. Asymmetric Cryptographic Algorithm

A cryptographic algorithm that uses two related keys, a public key and a private key; the
two keys have the property that, given the public key, it is computationally infeasible to
derivethe private key.

2. Certification Authority (CA)
A Center trusted by one or more entities to create and assign certificates.

3. Cryptographic Hash Function
A (mathematical) function which maps values from a large (possibly very large) domain
into a smaller range. The function satisfies the following properties:

1 it is computationally infeasible to find any input which maps to any pre-specified
output;

2. it is computationally infeasible to find any two distinct inputs which map to the
same output.

4.  Cryptographic Key
A parameter that determines the operation of a cryptographic function such as:

1 the transformation from plaintext to ciphertext and vice versa,
2. the synchronized generation of keying material,
3. adigital signature computation or verification.

5.  Cryptography

The discipline which embodies principles, means and methods for the transformation of
datain order to hide itsinformation content, prevent its undetected modification, prevent
its unauthorized use, or a combination thereof.

6. Cryptoperiod
The time span during which a specific key is authorized for use or in which the keys for a
given system may remain in effect.

7.  Digital Signature

A cryptographic transformation of data which, when associated with a data unit, provides
the services of:

— origin authentication;

— data integrity; and

may support signer non-repudiation.
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8.  Elliptic Curve Digital Signature Algorithm.
Refer to ANSI X9.62, Public Key Cryptography For The Financia Services Industry: The
Elliptic Curve Digital Signature Algorithm (ECDSA).

9. Encryption
A process of transforming plain text (readable) into cipher text (unreadable) for the purpose
of security or privacy.

10. Financial M essage
A communication containing information which has financial implications.

11. Message
The data to be signed.

12. PrivateKey
In an asymmetric (public) key system, that key of an entity’ s key pair which is known
only by that entity.

13. PublicKey
In an asymmetric key system, that key of an entity’ s key pair which is publicly known.

14. Public Key Certificate

The public key and identity of an entity together with some other information, rendered
unforgeable by signing the certificate information with the private key of the certifying
authority that issued that public key certificate.

15. SecureHash Algorithm, Revision 1 (SHA-1)
SHA-1 implements a hash function which maps messages of a length less than 2% bits to
hash values of alength which is exactly 160 hits.

16. Security Life
The time span over which cryptographically protected data have value.

4 Symbols (and abbreviations)

Abbreviation M eaning

DSA Digital Signature Algorithm

ECDSA Elliptic Curve Digital Signature Algorithm
MAC Message Authentication Code

MID Message I dentifier

rDSA Reversible Digital Signature Algorithm
SHA-1 Secure Hash Algorithm-1
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5 Organization

The following Informative annexes give additional information which may be useful to
users of this Guiddine.

Annex Contents

A Attacks on Encrypted Data Using the
X9.23

B Consderationsin Attacking X9.17
Cryptographic Service Messages

C Bibliography

6 Recent Attacks and The Data Encryption Standard
(DES)

6.1 The Data Encryption Standard (DES)

The Data Encryption Standard DES was designed by IBM and accepted as a Federal
Information Processing Standard (FIPS 46-2) by the National Institute of Standards and
Technology (NIST) in 1977. As a government algorithm, it is used for the protection of
sensitive unclassified data. In 1981, DES was adopted as an American National Standard,
X3.92. It was quickly adopted as the algorithm preferred by the financial community,
worldwide.

DES has protected financial and unclassified government communications for twenty
years. At the present time, it isthe most widely used algorithm, worldwide. DES usesa
56-bit key to encrypt a 64-bit block.

All encryption algorithms that are known to an attacker, including DES, have a key
exhaustion strength, which is the expected amount of computation needed to try every
possible key to determine which oneis the correct key. Increases in computational
capabilities and in mathematical analysis of an encryption algorithm should be expected
to necessitate increasing the key sizeto resist key exhaustion (and similar) attacks. The
key exhaustion strength of DESis over 72 quadrillion possible keys.

6.2 The Successful Attack on DES

On July 17, 1998, the New Y ork Times reported that a group of computer experts had
succeeded in breaking the Data Encryption Standard (DES) by building a cracking
machine costing $250,000. The machine, consisting of 27 boards each holding 64 chips
comprising atotal of 37050 search units, takes an average of 112 hoursto search through

5



O ASC X9, Inc. TG-25-1999

half the key space and decipher an encrypted message. The machine performs a key
exhaustion attack in which possible keys are tested one at a time until the correct key is
found. Thiswas not thefirst time that a DES key had been recovered by a key exhaustion
attack. However, previous attacks took several months and involved the use of thousands
of computers administered by many different organizations.

In fact, a book, Cracking DES Secrets of Encryption Research, Wiretap Politics, & Chip
Design, has been published by O’'Rellly and Associates. Details may also be found on the
Electronic Frontier Foundation (EFF) web site, http://www.eff.org, The book provides
all technical specifications needed to build a DES Cracker.

The type of attack used to attack DES is called a known plaintext attack, whereit is
assumed the attacker knows a few (say, 2 or 3) 64-bit blocks of plaintext/ciphertext pairs.
In practice, thisis often the case as messages have structure. Armed with only the
knowledge of the plaintext's encoding scheme (i.e. ASCII), the attacker is able to mount a
successful attack. Thus, it is a conservative assumption to make that an adversary will be
able to determine some known plaintext or encoding scheme encrypted by a specific DES
key and thus the requirements needed to execute the attack will be met.

Thismost recent attack demonstrates that a single determined attacker can build an
effective DES cracking machine.

6.3 The withdrawal of ANSI X9.23-1995

A brute force attack can now be used to derive the cryptographic key used to encrypt
messages using the method of ANS| X9.23.

Because of the ability of an adversary to successfully derive asingle DES key using a
known plaintext attack and the subsequent loss of message confidentiality, ANSI X9.23
is being withdrawn.

Annex A shows the concepts of using this method of attacking a message to derive the
key.

7 Replacements for X9.23

Several years ago, when it was determined that the DES was approaching the end of its
useful life, Accredited Standards Committee X9 (whose membersinclude the National
Institute for Standards and Technology (NIST) and the National Security Agency
(NSA)), began work on afamily of standards that would provide financial message
security. These standards ([8], [18], and [19]) are based on three iterations of the Data
Encryption Algorithm (DEA), known as triple DEA.
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8 Upgrading wholesale financial systems to the new
technology

8.1 Replacing the X9.23 encryption
Table 1, below, providesinformation on the technology available for replacement of DES

as an encryption algorithm. Refer to the References section for the status of these
standards and guidelines.

Table 1 Technology available for encryption

Standard Comments
ANSI X9.52-1998, Triple Data Interim replacement for DES until the
Encryption Algorithms Modes of Advanced Encryption Standard (AES) is
Operation available - see below. Provides 112 bits
of security
ANSI TG-19-1, Modes of Operation Implementations of X9.52 may be
Validation System for the Triple Data validated usng TG-19-1

Encryption Algorithm (TMOVS):
Requirements and Procedures

ANSI X9.65, Triple Data Encryption Provides secure implementation strategies
Algorithm (TDEA) Implementation for X9.52

The Advanced Encryption Standard (AES) is under development at NIST To provide an
easy trangition to the AES when that algorithm is available, implementations of Triple
DES should be algorithm independent. The minimum acceptability requirements of AES
can be found at http://csrc.nist.gov/encryption/aes/aes 9709.htm#sec3. The AES home
page is http://csrc.nist.gov/encryption/aes/aes home.htm. The minimum key sizeis 128
bits and the minimum input/output block sizeis 128. Other key and block sizes must be
supported aswell. The algorithm must be a secret key, block cipher. Refer to the
information at the NIST site for the exact details and the status of the AES initiative.

8.2 Managing DES and Triple DES keys

DES and Triple DES keys must be managed. While ANSI X9.17, Financial Ingtitution
Key Management (Wholesale) is specifically designed so that users can change single
DES keys eadlly, it was never designed to protect keys against a known plaintext attack.

The frequency of key changes should be related to the business risk.

Implementations of Triple DES and future AES implementations should upgrade to the
key agreement and key transport algorithms as defined in Table 2. Table 3 lists standards

7
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that define the means to authenticate the delivery of keys. Table 4 lists protocol and
messaging standards that should also be used in this upgrade process. Refer to the
References section for the status of these standards and guidelines.

Table2 Key Agreement and Key Transport Algorithms

Standard

Comments

ANSI X9.42 — 199x, Public Key
Cryptography for The Financial Service
Industry: Agreement of Symmetric Keys
Using Diffie-Hellman and MQV
Algorithm

Provides a variety of schemes based on
Diffie Hellman and the new MQV
algorithm.

ANSI X9.63-199%, Key Agreement and
Key Transport Using Elliptic Curve-
Based Cryptography

Provides:

1. avariety of schemes based on Diffie
Hellman and the new MQV algorithm.

2. Provides equivalent security to that
defined in X9.42 and .X9.44 with
substantial reduction in key lengths.

3. Optionally, can be used for key
agreement or key transport.

ANSI X9.44-199x, The Transport of
Symmetric Algorithms Keys Using
Reversible Public Key

Uses the RSA or Rabin-Williams
algorithms for key transport.

Table 3 Authenticating key agreement and key transport

Standard

Comments

ANSI X9.30-1997, Public Key
Cryptography Using Irreversible
Algorithms for the Financial Services
Industry, Part 1: The Digital Sgnature
Algorithm (DSA).

Recipients of signed messages must have
a copy of the sending party’ s public key.

ANSI X9.31-1998, Public Key
Cryptography Using Reversible
Algorithms for the Financial Services
Industry, The rDSA Algorithm

Recipients of signed messages must have
acopy of the sending party’ s public key.

ANS X9.62-1998, Public Key

Recipients of signed messages must have
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Standard Comments

Cryptography For The Financial Services | a copy of the sending party’ s public key.
Industry: The Elliptic Curve Digital
Sgnature Algorithm (ECDS3A)

SO DIS 15782, Banking — Certificate Provides the mechanism for distributing
Management Part 1. Public Key authenticated copies of public keys.
Certificates

SO DIS 15782, Banking — Certificate Defines how extensions to public key
Management Part 3: Certificate certificates are to be used.
Extensions

Table 4 Protocols for key management and confidentiality protection

Standard Comments

ANSI X9.70-199x, Symmetric Key
Digtribution Using Public Key

ANSI X9.73-199x, Cryptographic
Message Syntax

ANSI X9.77-199x, Public Key
Infrastructure Protocols

ANS X9.69-1999, Framework for Key
Management Extensions

9 Managing risk during the transition

For some systems and types of data, the risk to valuable data is high, and immediate
remedial steps are necessary. In other cases the attack may not pose an immediate or
significant threat. Therefore, a prudent transition period may be advisable.

9.1 The concept of security life

Security lifeis the time span over which cryptographically protected data have value.
Transactionsin on-line wire transfer systems have security livesthat are measured in
seconds. Data for mergers and acquisitions, corporate plans and marketing strategies
typically have much longer security lives. Some information in multi-national financial
ingtitutions has a security life measured in decades.
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Sinceit has been demonstrated that $250,000 in hardware can derive a DES key in 56
hours, and that number isalinear function of the number of hardware machines
purchased, it is no longer prudent to trust high risk financial and management information
that has a security life of over a few minutesto a system protected by single DES.

For the most sensitive information, manual means, with appropriate controls should be
used.

9.2 Managing encryption keys

ANSI X9.17-1995, Financial Institution Key Management (\Wholesale) which is used to
manage the data keys for MAC computation was not designed to protect data keys
against aknown plaintext attack (the data keys are used to compute the MAC on the
Cryptographic Service Message). Hence, frequent key changes, with a goal of one key
per financial message is the only compensating control available. Annex B discusses
considerations in attacking X9.17 Cryptographic Service Messages.

During the transition to new technology, the Triple DES key management option in
X9.17 should be used.

9.3 Compensating controls in high risk systems
Immediately:

1 Initiate key changes as frequently asis operationally feasible. The goal should be
anew key for each session or transaction.

2. Cease using DES to protect information that must be kept confidential for any
times over a minute.

3. Use the *KK option in X9.17 for key management

4, Maintain accurate and detailed audit journals — which can be used in
investigations of potential fraud attempts and in the recovery of 10sses.

10



O ASC X9, Inc. TG-25-1999

Annex A
(informative)
Attacks on Messages Encrypted Using X9.23

Figure 1, below, shows the X9.23 encryption.

Time=1 Time=2 Time=n
v D, D, D, PAD P
E I1 IZ In
n
c DES DES DES
r Encrypt Encrypt Encrypt
y
o G G G,
t
v v v
v G G G
DES DES DES

~T< =0®O0U
Nofév

Legend:
D = Datablock at time t
. = Intermediate value block at time t

C = Qpher block at time t
IV = 64 bit Initialization Vector
PAD = (P-1) Padding Characters

P = Padding Count
A = BExclusive-OR

Figure 1 The X9.23 Cipher Block Chaining Algorithm

11
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A.1 Ciphertext Source
C,, the output of the second block cipher operation is the ciphertext.

A.2 Known Plaintext Source

As most bank messages are highly structured, and that structure is known, D, is known.

Since C; istransmitted, it is also known. Then, the known plaintext is:
(D2 + C1) modulo 2.
A.3 The Attack

The attack is a straight forward known plaintext attack or knowledge of the message
encoding scheme using equipment such as that designed for the DES Challenge.

12
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B.1

B.1.1

B.1.2

Annex B
(informative)
Considerations in Attacking X9.17 Cryptographic
Service Messages

When one KD is sent in the RTR (and, hence RSM and KSM)
Information available from RTR Messages from the KDC to Party A
B.1.1.1 RTR Contents

MCL/RTRbK SMbRCV/RRRRbORG/O000bI DU/UUUUbBK D/[ede* KN(KDI)
(optional subfields)]bKDU/[ede* KN(KD) (optional

subfields)] bl V/[E||eKDH(1V)]bCTB/bbCTA/abMAC/[aKDIMCL/RTR/ b...
bCTA/xb]

Here, the data key used to compute the MAC isthe data key sent in the message.
With high probability, a candidate pool of approximately 16,777,216 possible
KDs can be determined by a known plain text attack against the CSM using the
following input to the MAC process:

B.1.1.2 Data input to the Authentication Computation

MCL/RTRbK SMbRCV/RRRRbORG/OOOObI DU/UUUUbBLK D/[ede* KN(KDI)
(optional subfields)]bKDU/[ede* KN(KD) (optional subfields)]blV/[E ||
eKDH(1V)]bCTB/bbCTA/ab

B.1.1.3 Known Result

MAC/[aKDJMCL/RTR/ b... bCTA/xb]=a 32 hit string

Information available from KSM Messages from Party A to Party B
B.1.2.1 KSM Contents

M CL/K SMbRCV/RRRRbBORG/OO00bI DC/CCCChK DU/[KDUC (optional
subfiel ds)]blV/IVChbCTB/bbMAC/[aK DXMCL/KSMb... bCTB/xb)]

B.1.2.2 Data input to the Authentication Computation

MCL/K SMbRCV/RRRRBORG/OO0O0bIDC/CCCChKDU/[KDUC (optional
subfields)] bl V/1VCbCTB/bb

B.1.2.3 Known Result

MAC/[aKDXMCL/KSMb... bCTB/xb)]

13
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B.1.3 The Attack on the MAC

According to the HAC:, “an exhaustive attack reduces the key space to about 2%
possibilities. However, ... , a second text-MAC pair amost certainly determines a unique
MAC key.”

The number of encryption operations per trial is approximately:
[the number of bitsin the KSM (lessthe MAC field)]/8

Assuming that asingle KD is sent in each Cryptographic Service Message, asingle
RTR/KSM or KSM/RSM pair supplies sufficient information to mount the attack.

B.2 When two KDs are sent in the RTR (and, hence RSM
and KSM)

If two KDs are sent from the CKD, say KDA and KDB, the key used to compute the
MAC inthe RTR, the RSM and the KSM is:

KDC = (KDA + KDB), where + denotes a bitwise Boolean exclusive OR operation.

An attack on MAC computed using this composite will determine KDC, but not the
underlying KDA and KDB. However, if one of the keys can be determined by attacking a
message authenticated using, say, KDA, then KDB can be determined by simply
computing the modulo 2 sum of KDA and KDC.

* Handbook of Applied Cryptography, P-354.
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